G fluxguard

Fluxguard provides cloud-based web change intelligence.

We detect and report defects. From defacement, to bad deployments,
inadvertent edits, and site outages.

See a self-quided demo of changes to CDC coronavirus content.

We provide non-stop crawling and monitoring of any site, including
interactive Javascript-dependent pages and other complex content.

Fluxguard offers multiple levels of change detection:

Screenshots every page and detects pixel changes
Compares "rendered" HTML

Extracts text and looks for changes to content
Provides complete network change analysis
Enriches results with machine learning

Fluxguard sends email / webhook change alerts. As an alternative, the
changes can be summarized in a daily / weekly report.

In addition, our extensive configuration options — including filters to
remove areas of a page, proxy networks, etc. — provide customers with
unparalleled change detection and transparency.

We're based in Portland, Oregon. And for 10+ years, we've provided serious
web change intelligence.


https://fluxguard.com/coronavirus/site/331dd37e-f2af-4323-9424-0e0cc4dee8aa/session/9cf5a974-73a6-4fcf-a397-9d68cf59342d/?sortType=lastCaptured

Fluxguard Detects Website Changes

We offer multi-step, multi-page website change monitoring in the cloud. Identify defects,
defacement, or other critical website changes, even on intricate web apps or
password-protected pages.

Automate Business-Critical Website Change Audits

Screen irrelevant changes with our powerful Filters and Network Blocks. Set up simple
rules to notify business users and IT staff of web page changes that require
investigation. Or delegate the analysis to one of our Solution Architects who will
pre-screen results, optimize monitoring, and develop a web change report just for you.

Alert Key Users to Changes in an Instant

Receive detailed information without delay... or every day, week, etc. All detected
website changes will be included in a simple report for remediation, analysis, or
investigation.

Multiple Website Change Visualizations

Our email reports provide screenshot change highlights as well as extracted text
modifications. You can also view side-by-side rendered HTML comparisons,
screenshot overlay sliders, HAR/network activity differences, and even a live
interactive before-and-after rendering of each version.

Changes Are Archived in Perpetuity

Create durable, comprehensive, point-in-time archives of entire websites and their
alterations, providing complete transparency for regulatory compliance, consumer
consent monitoring, and other change monitoring needs.

Key Product Screen: Instant Email Reports
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Change reports are dispatched via email, SMS, webhook, API, and beyond.

Receive updates right away, or summarized into a single report on an hourly / daily /
weekly or monthly basis. Screenshots of alterations, as well as color-coded text
changes are inlined into the email for easy consumption and internal sharing.

[ ] Detected 1 changed page in 1 session - peter@foxandgeese.com - Fox and Geese Mail

@ https://mail.google.com/mail/u/0/?ui=2&view=btop&ver=1igawgau80gw2&q
a 06 ® [ 8 »
Detected 1 changed page in 1 session =

@ Fluxguard Mon, Jun 17, 4:56 PM (7 days ago) Yy 4

to brands v

https://en.wikipedia.org/wiki/Main Page [live - screenshot] change detected at 2019-06-17 23:55:05 UTC

—snipped—
5,876;4638,120 articles in English
—snipped—

The Great M £ 1o ito-of Mukhtar

Mukhtaral-Thagafifc—622 687} i Islarmi (e based-inKufa-who-led Belli instth
Gare- T

aGroup Captain Garing, Air Commodore Lukis and Group Captain Cobby

North-Eastern Area Command was one of several geographically based commands raised by the Royal Australian
Air Force (RAAF) during World War Il. It was formed in January 1942 and controllied etc.
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Key Product Screen: Code Changes

We detail before-and-after HTML changes to any web page.

Also, since we utilize a full headless Chrome browser for crawling, all Javascript, CSS,
and images are loaded and executed.

Toggle between different ways of viewing modifications: from comparing screenshots,
examining underlying HTML code, extracted text, and even network change analysis.

[ Dashboard - Fluxguard X

& C' | @ hitps://fluxguard.com/htm

The Board - SATS
https://www.sats.com.sg/AboutUs/Leadership

6' fluxguard

Comparison viewer

RENDERED DIFF (BETA) CODE DIFF TEXT DIFF

View option View mode

Complete page ~ View side-by-side v

</script>
</div>
<span>
<span style="top:12px;display:inline-block;position
srelative; "></spans>
</span>
</div>
</div>
</div>
<div id="s4-ribbonrow" class="s4-pr s4-ribbonrowhidetitle">
<div class="ms-cui-ribbonTopBars">
<div clas
<div class:
<div id="RibbonContainer-TabRowLeft" class="ms-cui
-TabRowLeft ms-siteactionscontainer s4-notdlg">
<span class="ms-siteactionsmenu" id="siteactiontd"
></span>
<span class="s4-breadcrumb-anchor">
<span style="height:16px;width:16px;position:relative
;display:inline-block;overflow:hidden;" class="s4
-clust">
<a id="GlobalBreadCrumbNavPopout-anchor" onclick
="CoreInvoke(&apos;callOpenBreadcrumbMenu&apos;,
event, &apos;GlobalBreadCrumbNavPopout
-anchor&apos;, &apos;GlobalBreadCrumbNavPopout
-menu&apos;, &apos;GlobalBreadCrumbNavPopout
-img&apos;, &apos;s4-breadcrumb-anchor-open&apos
3, &apos;ltr&apos;, &apos;&apos;, false); return
false;" onmouseover="onmouseover" onmouseout
="onmouseout" title="Navigate Up" href
="javascript:;" style="display:inline-block
eight:16px;width:16px;"><img src="/_layouts
/images/fgimg.png" alt="Navigate Up" style
="border:0;position:absolute;left:-Opx
limportant;top:-112px !important;"></a></span
></span>
<div class="ms-popoutMenu s4-breadcrumb-menu" id
="GlobalBreadCrumbNavPopout-menu” style="display
tnone; ">
<div class="s4-breadcrumb-top">
<span id="ct100_GlobalBreadCrumbNavPopout_Labell"
class="s4-breadcrumb-header">This page location
is:</span>

Sep 17, 2018, 3:55 PM compared to Jun 5, 2:38 PM

IMAGE DIFF NETWORK DIFF (BETA)

/Leadership/TheBoard/_layouts/Authenticate.aspx?Source
=%2FAboutUs%2FLeadership%2FTheBoard%2FPages%2FTheBoard
%2Easpx” style="display:inline;">Sign In</a>

<script type="text/javascript"s

ed script ignored

</script>
</div>
<span>
<span style="top:12px;display:inline-block;position
:relative;"></span>
</span>
</div>
</div>
</div>
<div id="s4-ribbonrow" class="s4-pr s4-ribbonrowhidetitle" style
="height: 44px;">
<div class="ms-cui-ribbonTopBars">
<div class="ms-cui-topBarl"></div>
<div class="ms-cui-topBar2">
<div id="RibbonContainer-TabRowLeft" class="ms-cui
-TabRowLeft ms-siteactionscontainer s4-notdlg">
<span class="ms-siteactionsmenu" id="siteactiontd"
></span>
<span class="s4-breadcrumb-anchor">
<span style="height:16px;width:16px;position:relative
;display:inline-block;overflow:hidden;" class="s4
-clust">
<a id="GlobalBreadCrumbNavPopout-anchor" onclick
="CoreInvoke(&apos;callOpenBreadcrumbMenu&apos; ,
event, &apos;GlobalBreadCrumbNavPopout
-anchorg&apos;, &apos;GlobalBreadCrumbNavPopout
-menu&apos;, &apos;GlobalBreadCrumbNavPopout
-img&apos;, &apos;s4-breadcrumb-anchor-open&apos
5, &apos;ltr&apos;, &apos;&apos;, false); return
false;" ="onmouseover" t
"onmouseout” title="Navigate Up" href
javascript:;" style="display:inline-block
;height:16px;width:16px;"><img src="/_layouts
/images/fgimg.png" alt="Navigate Up" style
="border:0;position:absolute;left:-0px
limportant;top:-112px !important;"></a></span
></span>
<div class="ms-popoutMenu s4-breadcrumb-menu" id
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Key Product Screen: Screenshot Changes

We detect pixel variations by comparing before-and-after screenshots.

Changes for any web page are audited in multiple ways. Our image comparison scours
for defacement and imperfections in the rendered page. Sometimes, these can occur in
the underlying image file itself, even if the page's HTML is the same.

We intercept these alterations, too.

[} Page view - Fluxguard X

< (6 @ https://fluxguard.com/site, -4829-45f5-b on/00015c21-1de5-43e1-8a69-bb3

CNN - Breaking News, Latest News and Videos

Comparison viewer

https:/www.cnn.com/ Jun 11, 2:12 PM compared to Jun 17, 2:11 PM

g' fluxguard

TRENDING: Jon Stewart = Trump-Biden face-off = David Ortiz  Ho

Barr, McGahn subpoenas

RENDERED DIFF (BETA) CODE DIFF TEXT DIFF IMAGE DIFF NETWORK DIFF (BETA)
View mode

Interactive slider v

I

v =0
Expect more from your server. / ]
IBM LinuxONE™ /

Top stories

BREAKING Shooting reported
during Toronto Raptors' NBA
celebration parade

House votes to approve

Another American tourist dies in the
Dominican Republic, resort says

The 78 wildest lines in Donald ~ BREAKING Pence's communications director
{| Trump's epic ABC interview is leaving

| - Opinion: What Trump is good at Mohamed Morsy, ousted Egyptian president
faints and dies in court

Supreme Court hands Democrats a win in
Virginia racial gerrymander case
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Key Product Screen: Network Changes

When Fluxguard crawls a page, we assemble and log all network activity, including
images loaded, Javascript, XHR requests, fonts, and more.

When the page is crawled again, all changes to the underlying network resources are
reported. Whitelisting certain domains is possible, too.

This way, you can identify data skimming and exfiltration from DNS spoofing, cross-site
scripting, NPM poisoning, and other nefarious techniques, from Magecart and other
hacking groups, to insert malicious Javascript to pilfer sensitive customer information.

[ Page view - Fluxguard X
& e @ https://fluxguard.com/site
CNN - Breaking News, Latest News and Videos CopanzclcR sy
https:/www.cnn.com/ Jun 11, 2:12 PM compared to Jun 17, 2:11 PM
RENDERED DIFF (BETA) CODE DIFF TEXT DIFF IMAGE DIFF NETWORK DIFF (BETA)
document ~
10 unchanged, 27 added, 5 removed
https://a125375509.cdn.optimizely.com/client_storage/a125375509.html
: adn: >_usersync.html
pubmatic i J
pubmatic. i _sync.html?p=156011 i ps%3A%2F%2Fs. d ¥ F 3Fid%3DPM_UID Dpubmatic. | UID
ieldmo. 3A%2F%2Fs. dsystem.com%2Fecm3%3Fid%3D%24UI1D%26ex%3Dym.com
|_storage_frame10.min.html
kixd. i i Ui t213b7d
/ om html
https:// com . htm
krxd i 3d2100fd710; 7f01fas.html
https://cdn3.doubleverify.com/t2tv7.html
us1.gigya pi.aspx?apikey=3_gtUbleJNtrRITgx-1mM_ci7GelrH8xLOW_) pFrRWNpq_eYd8QTRKr7VC
https://eus. rubiconproject.com/usync. html
cnn. hp-health-link-1
pubmatic, 97 bz0yJnRECGUIMSZ|b2RIPTMWNT ITISNj; i hitps%3A%2F%2Fp. ic.com%2Fd%2Fpx...
- i
https://p.adsymptotic.com/d/px/?_pid=15571&_psi 1b899&_puuid HIGKj&_redi krxd gif?partner%3D idge%26partner_uid%3D$%7BUUID. .
https://p.adsymptotic.com/d/px?_pid=10291&_psign=9769cbad30ch221a3996d786047e2b31&_pu=OPTIONAL_WEBSITE_URL&_puuid=YOUR_COOKIE_ID&_rand=RANDOM_NU X _redi...
https://p.adsymptotic.com/d/px?_pid=10291&_psign=9769cbad30cb221a3996d786047e2b31&_pu=OPTIONAL_WEBSITE_URL&_puuid=YOUR_COOKIE_ID&_rand=RANDOM_NU ¢ _redi...
https://p.adsymptotic.com/d/px?_pid=102918&_psign=9 1a3996d786047e2b31&_puuid=| 40A3-41D8-97DB-127B68C82D05
cnn. i in/733 p-tier-in-iowa.html
cnn. i i qfl/what-t tch-in-miami.html
https:/ dsyst 2id= 40A3-41D8-97DB-127B68C82D05&ex=pubmatic.com
https://: dsyste i om
https:// d com/iu3 ppd=18&d=dtb-p i _ox_pm
https://: dsystem.com/iud &d=dtb- if=t&dl=ym_ox_pm&dcc=t
https:/ -ad: V3/pr _ox_pma&dv=1. 1
https://s0.2mdn.net/1620481/1543869689140/tda_trader_futures_servi _nooffer_t ing_300x35_ _st-htm/tda_trader_futures_servi _nooffer ing_300x35_ st-...
https ds.serving-sys. OD/htmI5/105657/20190514/1074705125/45454752655351707/index.html?v=_2_104_1_0&n=1
ds.serving ROD/html5/ /20190517/107471 '30981796700/index.html?v=_2 104 1_0&n=1
pubmatic. ver/Pug? JnR5cGUIMSZjb2RIPTM2MiZ0bDOO! i ie=ui 199-4 86bf- 168152bed
facebook arbiter.php’
mathtag D Fo%2Fsi pubmatic. g Dbz0yJnR5cGUIMSZjb2RIPTM2MiZ0bDOOMZIWMA%3D%3. ..
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Key Product Screen: Machine Learning

Fluxguard utilizes Natural Language Processing (NLP) to automate comprehension of
monitored pages. This detects entities such as addresses, people, prices, products,
organizations, which simplifies monitoring and enriches data for insight visualizations.

® Change Monitor of CDC.gov
L

COVID-
http:

Change Monitor of CDC.gov Coronavirus Pages

We monitor, detect, and alert key web changes to reveal an evolving understanding of this virus. Click the links below each scrollable

text box to explore code, content, and design edits. We are a bootstrapped startup in Portland, Oregon. We'd love to hear
from you.
RENDERED _ NLP DIFF
<[> CODE DIFF = TEXTDIFF [E IMAGE DIFF ] NETWORKDIFF =
DIFF (BETA)

This NLP classification is experimental. Contact us for custom models and bespoke machine learning.

CONSUMER_GOOD: {
"COMMON": {
"models”: 1
}
|
EVENT: {
COMMON: {
contact: 1,
mink deaths: 1,
}.
L
LOCATION: {
COMMON: {
countries: 1,
farms: 1,
mink farms: 1,
geetrl
b
PROPER: {
African: 1,
NY: 35,
Netherlands: 2,
Syrian: 1,
Two Pet Caots: 1,
Us: 35
}.
b
NUMBER: {
TYPE_UNKNOWN: {
Two: 1,
one: 1

1.

ORGANIZATION: {
COMMON: {
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Key Product Screen: Session Orchestration

Fluxguard allows customers to orchestrate and monitor complex web interactions such
as crawling every page on a site, registering an account, ordering a product, and so on.

Fluxguard supports session-based cookies, web storage, form submissions, clicks, and
other behaviors across an entire session. This allows our customers to replicate key
user "journeys” through a site, and look for code, content, design, and network changes
across every page.

Session view - Fluxguard X +
< C' | @ https://fluxguard.com/site/11
fluxguard
A Dashboard > gh Site > <« Session
% https://www.sats.com.sg Crawl frequency _
Default Session  Last crawled: Jun 23, 2:10 PM Every 6 days -0 O 1§ %
Sort by Filter by page category
Sequence - All - Search for active page Q
0
Last capture: Jun 11, 2:11 PM R m
Last check: Jun 23, 2:12 PM : e
Versions: 8
This version: Diffs from last:
o HTML o HTML/
Categories: Page Categories = o Text rendered
« Pic o Text
— « Network / « Pic/slider
Actions: . [ ] HAR file « Network
° 1+ & & /SolutionsandServices/ByBusinessNeed/FoodDistribution . ‘m
Last capture: Juns, 2:12PM R -
Last check: Jun 23, 2:13 PM
i e v |
Versions: 4
This version: Diffs from last:
o HTML o HTML/
Categories: Page Categories - o Text rendered
o Pic o Text
— « Network / « Pic/slider
Actions: "9 & HAR file « Network
G' fluxguard Copyright Fluxquard
account@fluxguard.com


https://fluxguard.com
https://fluxguard.com/

Key Product Screen: Page Captures

When a new version of a page is documented, we do far more than just save the HTML
and screenshot. We capture everything; all network activity, all console logs, all cookies,

and web storage.

Page view - Fluxguard x o+

@ https://fluxguard.com/site/f2abe

ast caplure:
Last check: Jun 23, 2:12 PM
Versions 5

© oren

© crrTure &

Captured: Jun 23, 2:12PM P
» lighthouseSummary: {} 5 keys

pageHeight: "5037 px"

comparisonType: "text"
» headers: {} 2keys

hasNetDiff: true

8.98 Safari/537.36"
version: "HeadlessChrome/76.0.3786.0"
url: "https://www.olay.com/en-us"
robotsDisallowed: false

v viewport: {} 2keys

width: 1366

height: 768

v htmIDiffMetrics: {} 3 keys

charactersAdded: 9934
» breakdown: {} 1 key

charactersDeleted: 12231

» metrics: {} 13 keys
originsOnly: false
» console: [] 16 items
» cookies: [] 34 items
» localStorage: {} 1key
v network: {} 2keys
» allRequests: [] 121 items
» failedRequests: [] 1 item
v lighthouse: {} 5 keys
performance: {} 3 keys
accessibility: {} 5 keys
best-practices: {} 3 keys
seo: {} 5keys
pwa: {} 5keys
status: 200

v

vvvy

6' fluxguard

title: "Skin Care Products and Tips | Olay"

userAgent: "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.357

o, 255 A
25“0FF3!-:‘” .

{'_'!‘..\
\'\-:'

BUY ANY
REDJAR

and e

FREE FREE FREE FREE
) &
This version: Diffs from last:
o HTML o HTML/
. Text rendered
. Pic . Text
« Network / « Pic/slider
HAR file « Network

Lighthouse summary: — full report

performance  accessibility

(55)

overall
100 @
seo best practices
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Key Product Screen: Configuration Options Galore

Today's modern web can be difficult to monitor. That is why we provide assorted
configuration and organization options to improve your internal change monitoring
workflow, reduce false-positives, and display relevant alterations.

Our filters allow you to strip areas from monitoring (or focus on certain sections),
eliminate often-changing numbers and dates, use a proxy network for geo-fenced
content, instruct Fluxguard to carry out specific comparisons over others, and more.

(] Session view - Fluxguard X 4+

& & @ https://fluxguard.com/site/f2ab67ce-fd84-4343-b418-bfadb4413eca/sess

Session Settings

GENERAL COMPARISON CRAWL FILTERS

Exclusion Filters
Exclusion Filters exclude certain areas of a page from comparisons. When we crawl each page, we will entirely remove all
matching CSS selectors after complete DOM rendering, but before capture. Learn more.

CSS-style selector

VISUAL SELECTOR

Inclusion Filters

Inclusion Filters isolate a specific area of a monitored page for comparisons. When we crawl each page, we entirely remove
all DOM elements except for the first matching CSS selector (after DOM rendering, but before capturing).

We will return a totally blank page if the inclusion filter does not match any element on a page. This way, if the DOM
element itself is removed from the page, a change will be triggered and you can revise your filter configuration. Learn more.

CSS-style selector

VISUAL SELECTOR

Content Transforms

Transforms replace frequently changing areas of a page with a TYPE word. For example, dates can be replaced with DATE.
This can reduce overall false positives from a daily changing date at the top of every page. In this case, you don't want to
use a filter to remove the date entirely, because you want to know if the date suddenly vanishes.

Unless otherwise specified, transforms only apply to "content" that the end-user sees. So, we will mutate numbers in the
body of the text (e.g., "$5" will become "$NUMBER"), but we will not change numbers in HTML tag attributes.

Transform type v
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About Us

Based in mossy Portland, Oregon, we're a group of product managers, data scientists,
and engineers providing web change intelligence for over 10+ years. Besides Fluxguard,
we also offer regulatory change monitoring via Versionista.

We would be delighted to join forces with you.
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